Context Sensitve Anomaly Monitoring of Process
Control Flow to DetectMimicry Attacks and Impossible
Paths

Haizhi Xu, WenliangDu, andSteve J. Chapin

SystemdAssuranceénstitute, SyracuseJniversity, SyracuseNY 13244,USA
hxu02, wedu, chapin @ecs.syr.edu

Abstract. Marny intrusionsamplify rightsor circumwentdefense$y issuingsys-
temcallsin waysthatthe original procesdlid not. Defenseagainstheseattacks
emphasizegreventing attackingcodefrom beingintroducedto the systemand
detectingor preventingexecutionof theinjectedcode.Anotherapproachwhere
this paper ts in, is to assumehat both injection and executionhave occurred,
andto detectandpreventthe executingcodefrom subvertingthe targetsystem.
We proposea methodusingwaypoints:marksalongthe normal executionpath
thataprocessnustfollow to successfullyacces®peratingsystenservicesWay-
pointsactively log trustworthy contet informationasthe programexecutesal-
lowing our anomalymonitorto bothmonitorcontrol o w andrestrictsystemcall
permissiongo conformto the legitimateneedsof applicationfunctions.We de-
scribeour designandimplementatiorof waypointsand presentesultsshaving
thatwaypoint-basednomalymonitorscandetecta subsebf mimicry attacksand
impossiblepaths.

Keywords: anomalydetection,contet sensitve, waypoint,control o w monitoring, mimicry
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1 Intr oduction

Commonremoteattackson computersystemshave exploitedimplementatiorerrorsto

injectcodeinto runningprocesseBuffer over ow attacksarethe best-knavn example
of this type of attacks.For years,peoplehave beenworking on preventing,detecting,
andtoleratingtheseattackq1-13]. Despitetheseefforts, currentsystemsarenotsecure.
Attackersfrequently nd new vulnerabilitiesandquickly developadaptve methodghat
circumventsecuritymechanisms.

Host-basedlefensecantake placeat oneof threestagespreventingcodeinjection,
preventing executionof the injectedcode,and detectingthe attackafter the injected
codehasbegun execution.One classof detectionmechanismsexecution-monitoring
anomalydetectioncomparesstreanof obsenableeventsin theexecutionof arunning
procesgo apro le of “known-good”behaior, andraisesalertson deviationsfrom the
pro le. While it is possibleto treateachinstructionexecutedby the processasanevent
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for comparisorto the pro le, typical anomalydetectoraisesystemcalls[6, 14—17]or
functioncalls[5, 18] asthegranularityfor events.

We focusour efforts on detectingattemptdo subvertthe systenthroughthekernel
API (the systemcall interface),assumingthe attackingcode has startedto run. We
monitorrequests$or systenservicedi.e.,systencalls)of runningprocessesanddetect
anomalousequestshatcouldnotoccurasaresultof executingthe codein theoriginal
binaryprogramimage.

Two major problemsthat system-calbasedanomalydetectionfacesare mimicry
attackg12,19] andimpossiblepaths[12]. A mimicry attackinterleasestherealattack-
ing codewith innocuouscode therebyimpersonating legitimatesequencef actions.
For example,if thelegitimatecodehasthe systemcall sequence

getuid() .. open() .. execve()

andtheattackhasthe sequence
getuid() .. execve()

theattacler canadda “no-op” systemcall to matchthe legitimateattacksequence:
getuid() ... open("/dev/null"...) ... execve()

Wefurtherdivide mimicry attacksnto globalmimicry attacksandlocalmimicry attacks
Consideringheminimumsetof systencallsnecessarjor thefunctionalityof anappli-
cationfunction,the systemcall sequencé aglobalmimicry attackcombineghelegal
systemcalls of multiple functions,while a local mimicry attackusesthe legal system
callsof only therunningfunction.

An impossiblepathis a controlpath(with asequencef systencalls)thatwill never
be executedby the legal program,but is a legal pathon the control o w graphof the
program.Impossiblepathscanbe generatediueto the natureof the non-deterministic

nite stateautomatgNDFSA). For example whenbothlocationA andB cancall func-
tion f() , functionf() canreturnto eitherlocationA or B. The call graphfor the
programallows a return-into-othersmpossiblepathwhereinlocation A calls function
f() , butthereturngoesto locationB, which behaior appearsegalin thecontrol o w
graph.This exampleattackis similar to a return-into-lib(c)attackin thatboth of them
modify thelegal controlpathatthefunctionreturnpoints.

This paperintroducesour use of waypoints for assistinganomaly monitoring.
Waypointsare kernel-supportedrustworthy markers on the execution path that the
processmust follow when making systemcalls. In this paper we usefunction-level
scopingasthecontet of awaypoint.If functionC callsfunctionD, thentheactive con-
text is thatof D; uponfunctionreturn,the active context is againthatof C. Waypoints
provide control o w context for securitychecking,which supportscall o w checking
approachesuchasthatin Feng,etal. [5] andallows usto checkwhetherthe process
beingmonitoredhaspermissiorto make therequestedystemcall in the context of the
currentwaypoint.

Thework presentedh this papemalkesthefollowing contritutions:

! This terminologyis borraved from routeplanningusinga GPSsystemwhile thetermis as
old asnavigation systemsmeaninga speci ¢ locationsavedin the recever's memorythatis
usedalongaplannedroute.



1. Kernel-supportegvaypointsprovide ne-grainedtrustworthy context information
for on-line monitoring.Using this information,we canrestricta procesgo access
only thosesystemcalls thatappearedn the original programfragmentassociated
with thewaypointcontext.

Waypointscanchangethe granularityof intrusiondetectionsystemshat monitor
systemcall sequenceslhe morewaypointswe setbetweerntwo systemcalls, the
moreprecisecontrol of thatprogrampathwe canprovide to the detector

2. Using the context information, our anomalymonitor can detectglobal mimicry
attacksthat usepermissiongi.e. allowed systemcalls) acrossmultiple functions.
Any systemservicerequesfalling out of the permissiorsetof the currentcontext
is abnormal.

3. Our anomalymonitor can detectreturn-into-othersmpossiblepathsattacks.We
usewaypointsto monitorthefunctioncall o w andto guarante¢hatcalleesreturn
to theright locations.

In the next section,we describeour modelof attacksin detail. Section3 describes
our designandimplementatiorof waypointsandthe waypoint-basedystemcall mon-
itor. In section4 we presentperformancaneasurementsf our approach.Section5
summarizeselatedwork. Section6 discusseshe limitations andour future work and
givesour conclusions.

2 Attack Models

Oncethe exploit codehasa chanceto run, it canaccesghe systeminterfacein the
following threeways,which we presenin orderof increasingcodegranularity:

1. Jumpingto a systemcall instruction,or a seriesof suchinstructions,within the
injectedcodeitself. Many remoteattacksuseshellcode—a pieceof binary code
that executesa commandshell for attaclers [20]. Most shellcodeissuessystem
requestslirectly throughpre-compiledbinary code.In this casethe attacler relies
on knowing the systemcall numbersand parameterst the time he compilesthe
attackcode,which, in the presenceof a nearmonoculturein systemarchitecture
andstandardize@peratingsystemsjs a reasonabl@ssumptionThe control path
in this caseis fully underthe control of the attacler, ashe controlsthe locationof
the sensitve systemcall at thetime of the codeinjection.

2. Transferringcontrolto legitimatecodeelsavherein theprocessthetargetcodecan
beatary link onthepathto thesystencall instruction.Theattackingcodeachieres
its goalby executingfrom thetargetinstructionforwardto thedesiredsystemcall.
The attackcan be achiered either by creatingfake parameterand thenjumping
to alegitimatesystemcall instruction,(e.g.,makingit appearthatthe argumentto
an existing execve() call was"/bin/sh" ), or by jumping to a point on the
pathleadingto an actualcall (e.g.execve("/bin/sh") ) in the original pro-
gram.Locationsusedin the latterattackincludea systemcall wrapperfunctionin
asystemlibrary suchaslibc , anentryin the procedurdinkagetable(PLT) using
the addressn the correspondingylobal offsettable (GOT), or aninstructionin an
applicationfunctionthatleadsto callingtheabore entries.Thisis thegeneraform



of thereturn-into-lib(c) attack[21], in whichthecorruptedeturnaddress
on the stackforcesa control transferto a systemcall wrapperin thelibc  library.
For the remainderof this paperwe will referto this type of attackasanlow-level
controltransfer(LCT) attack.In contrasto defendingagainsthe shellcodeattack,
it is of paramounimportanceo protectthecontrolpathwhendefendingagainsian
LCT attack.

3. Calling anexisting applicationfunctionthatperformsthe systemcall(s)thatthe at-
tackingcoderequiresWhile thisis aform of controltransferattack we distinguish
it from the LCT becauseghe granularityof the attackis at the applicationfunction
level, not at the level of the individual instructionor systemcall. In this case the
controlpathis thesequencef application-leel functioninvocationdeadingto the
functionthatcontainghe attackingcall.

Mimicry attackscanbeachievedby directly jumpingto injectedcodethatmimicsa
legalsequencef systencallsor callingasequencef lib(c) functions whichfall in the
above category 1 and2 attacks Attackerscanalsousecateyory 3 attacks(i.e. calling
existing applicationfunctions),but this is easierto detectthanthe category 1 and 2
attacksby usingcall o w monitoringtechniquesAttackerscanalsoexploreimpossible
pathsto eludedetectiorby usingthe above threecateyoriesattackingtechniques.

While function call o w monitoring can reduceattacksin cateyory 3, and non-
executabledatasectionscanblock attacksin category 1, attacksusingcateyory 2 tech-
niqguesaremoredif cult to detecthecausehey uselegitimatecodeto achieve malicious
purposesAn importantcharacteristidhat attaclersuseis that the default protection
modelpermitsprogramsto invoke ary systemcall from ary function, but in actuality
eachsystemcall is only invoked from a few locationsin the legal code.While some
previouswork hasexploitedtheideaof bindingsystemcalls or othersecuritysensitve
eventswith context [5, 18,22-24],this paperexploresthis approacHurther. We intro-
ducethe conceptof waypointsto provide trustworthy control o w information, and
shav how to applytheinformationin anomalydetection.

3 Waypoint-basedSystemCall AccessControl

We obsenre that an applicationfunction—afunctionin an applicationprogram,not a
library function—in generalusesonly a small subsetf systemserviceroutineg, but
hasthe power to invoke ary systemcall underthe default Unix protectionmodel.This
practiceviolatestheprincipleof leastprivilege,whichrestrictsafunctionto only invoke
systemgcalls that are necessaryor its properexecution.For example,execve() is
not usedby mary legitimatefunctions,especiallyin setuidrootregions,but it is com-
mon for exploit codeto invoke that systemcall within the scope(or equivalently, the
stackframe)of any vulnerablgunction.Waypointsprovide amechanisnfor restricting
programaccesso systemcallsandenforcedeastprivilege.

2 For example,in table 1 and 2 of section3.3, only 3 out of 416 applicationfunctionsbeing
monitoredrequireexecve() legally.



3.1 Waypoint Design

A waypoint,locatedin the codesection,is a trustworthy checkpointon control o w.
Waypointscanactively reportcontrol o w informationin real-timeto assistintrusion
detection ratherthan gatheringthe information only at systemcall time. Peoplecan
assigrsecurityattributesto eachwaypointor to a sequencef waypoints.

To achieve our goals,waypointsmustembodythe following properties:

1. Authentication
Becausave assuméhatanattackhassuccessfullystartedexecuting,andtheattack
hasthe right to accesghe whole processmage,it is possiblethat the attacking
codecanoverwrite codepointers.Althoughthe codesectionis usuallyread-only
dynamically-generatedodewill be locatedin memorywith both readand write
permissionsThismeanghatattaclershave theability to generatevaypointswithin
their own code,andwe mustthereforeauthenticatavaypoints.
We authenticatehe waypointsby their locations.Waypointsare deployed before
theprocessuns,suchthatthewaypointlocationsareregisterecdat programloading
time. In this way, we cancatchfalsewaypointsgeneratet runtime.

2. Integrity
Becauseattaclers can accesghe whole procesimage,information generatecat
anddescribingwaypoints(e.qg.,their privileges)shouldbe kept awvay from mali-
ciousaccessWe storeall waypoint-relatedlataandcodein thekernel.

3. Compatibility
Ourwaypointswork directly onbinarycode,sotheoriginal codemaybegenerated
from differenthigh-level language®r with differentcompilers.

A naturalgranularityfor control o w monitoringis at the functionlevel. To trace
functioncall o w, we setup waypointsatfunctionentranceandexit. We generatevay-
pointsandtheir associategpermission®n a perfunctionbasisthroughstaticanalysis.

At runtime, we canconstrucia push-devn automataf thewaypointsthatparallels
the executionstackof the processAn entrancewaypointdisablesthe permissionsf
the previouswaypoint,pusheghe entrancevaypointon top of the waypointstack,and
enablests permissionsA correspondingxit waypointdiscardsthe top value on the
waypointstackandrestoreghe permission®f the previouswaypoint.

It is possiblethatwe assigndifferentpermissiongo differentpartsof a function.In
thiscasewe needamiddlewaypoint.A middlewaypointdoesnotchangehewaypoint
stack.It only changegpermissiongor thewaypoint.

We deploy waypointsonly in the applicationcode.Although we do not setway-
pointsin libraries,we are concernedaboutlibrary function exploitation. We treatse-
curity relevantevents(systenmrequestsjriggeredby library functionsasrunningin the
context of theapplicationfunctionthatinitiatedthelibrary call(s).

The waypoint stackrecordsa function call trace.Using this contect information,
ouraccessnonitorcandetectattacksn two ways:(1) o w monitoring—Globally, way-
pointscomprisethefunctioncall tracefor the processWe canconstruciegalwaypoint
pathsfor somesecuritycritical systenrequestge.g.execve() ), suchthatwhensuch
asystencall is made the programmusthave passed legal path.Similarideason con-
trol o w monitoring have beenproposedn [5, 25], therefore we do not discussthis




approacHurtherin this paper (2) permissiormonitoring—Locally, we usestaticanal-
ysisto determinethe setof systemcalls (permissionsyequiredfor eachfunction,and
ensuresystemcallsinvokedin the contet of afunctionappearsn its permissiorset.

3.2 Waypoint Implementation

If apieceof codeneedso performa systenrequestegally, thenwe saythatthepiece
of codehasa permissiorto issuethe systemrequestTo simplify theimplementation,
we usea setto describepermissiondor a waypointandstorethe permissionsetsin a
bitmaptable.

We generatevaypointsandtheir correspondingermissionshroughstaticanalysis.
We introduceglobal control o w informationby de ning the numberof timesthata
functioncanbeinvoked.Usually anapplicationfunctiondoesnotissuesystenrequests
directly. It calls systemcall wrappersin the C library instead.The applicationmay
call the wrapperfunctionsindirectly by calling otherlibrary functions rst. We build
a (transitve) map betweensystemcall wrappersand systemcall numbers Currently
we analyzethe hierarchicafunctionsmanually Our next stepis to automatehis whole
procedure.

We deploy theaccessnonitor, togethewith thewaypointstackandthe permission
bitmaptable,in the operatingsystemkernel,asshavnin gure 1. Therearetwo elds
in anentry of thewaypointstack,oneis thelocationof the waypoint,the otheris extra
informationfor accessnonitoring.Sincewe monitorapplicationfunctioncall o w, we
usethis eld to storethereturnaddressrom the function.In oneapplicationfunction,
thereis one entry waypointand one exit waypoint,the pair of which is storedin the
bitmaptable.Field “entries” in the bitmaptableindicateshow mary timesawaypoint
canbe passedIn our currentimplementationwe only distinguishbetweenone entry
andmultiple entriesto avoid maliciousjump to prologuecodeandfunction main() ,
which usuallycontainsomedangerousystemcallsandshouldbe entereconly once.

At a waypointlocation,thereshouldbe somemechanisnto trigger the waypoint
codein the kernel.We caninvoke thewaypointcodeat severallocations:anexception
handler anunusedsystemcall numberserviceroutine,or a new softinterrupthandler
Weinsertanillegal opcodeatthewaypointlocationandrun our waypointmanagement
codeasanexceptionhandler

An attaclercanoverwritethereturnaddres®r othercodepointerto redirectcontrol
to a pieceof shellcodeor alibrary function.We protectthe returnaddressy saving it
onthewaypointstackwhenwe passthe entrancevaypoint. Whena waypointreturnis
executedat the exit waypoint,thereturnaddreson theregular stackis comparedvith
thesaredvalueon thewaypointstackfor returnaddressorruption.The exit waypoint
identi er mustalso matchwith the entrancewaypointidenti er, sincethey comein
pairs.If the attackingcode usesan unpairedexit waypointor a faked waypoint, the
comparisorwill fail. If the attackforcesreturninto a differentaddressalthoughthe
control o w canbe changedthe active permissionset—the permissionsetbelonging
to the most recently activated waypoint—is not changed pecausethe expectedexit
waypoint has not passed.The attackingcodewill still be limited to the unchanged
permissions.




0804c0fc <ConfigCoding>:

804c0fc: fe (bad) <--entrance waypoint _—|— e -]
804c0fd: 90 nop

804c0fe: 90 nop

804c0ff: 90 nop

804c100: 55 push %ebp
804c101: 89e5 mov  %esp,%ebp
804c193: 31c0 xor  %eax,%eax
804c195: 5f pop Yedi

804c196: c9 leave

804c197: fe (bad) <--exit waypoint
804c198: 90 nop

804c199: 90 nop

804c19a: 90 nop

804c19b: c3 ret

kernel space

/—'—’_\”

waypoint stack

/_\/ i e
=2 IV 0x804c0fc 0x8043ef2

ReadConfig() | 0x804ad78 0x8049dac

o
«

task_struct of the
process being
monitored —  — c—

main() | 0x8049720 0x42015574
prologue |

Entrance waypoint  Return address

Number of
Entrance wp Exitwp entries permissions
prologue 0x80490a8 1| execve, mmap, break ...

main() | 0x8049720 0x804978e | 1] open, close, exit ...

ConfigCoding() 0x804c0fc 0x804c197 | n | read, write, close, ...

/‘\) ......

Process table Table of permissions bitmap for application functions

Fig. 1. Data structures needed for the waypoint-based access monitor: a waypoint stack
and a table of permission bitmaps. The third column of the bitmap table indicates how
many times a waypoint may be activated. The prologue code and function main() are

allowed to run only one time during the process life. Function Con gCoding() can be
called unlimited times.



3.3 Monitoring Granularity

In ourimplementationeachwaypointcauses kerneltrap,andeachguardedunction
hasatleasttwo waypointganentrance/git pair, plusoptionalmiddlewaypoints) Thus,
the performanceof the systemis dependenbn the granularityof waypointinsertion.
Our rst implementationmonitoredevery function, irrespectve of whatever system
callsthefunctioncontainedAs reportedn sectiond, theoverheadcanbe substantial.

Notall systencallsareequallyusefulfor subvertinga systemWe de ne dangerous
systencallsasthoseratedatthreatlevel 1 in [26]. Thereare22 dangerousystemcalls
inLinux: chmod, fchmod, chown, fchown, Ichown, execve, mount,
rename, open, link, symlink,  unlink, setuid, setresuid,

setfsuid, setreuid, setgroups, setgid, setfsgid, setresgid,
setregid, andcreate _module . Suchsystencallscanbeusedto takefull control
of thesystem.

Tablel and2 shav the numberof functionscontainingdangerousystemcalls,and
thepermissionglistribution. Thetablesshawv usthatonly asmallportionof theapplica-
tion functionsinvoke dangerousystencalls.Mostfunctionscall atmostonedangerous
systemcall, and no function calls morethanthree.Only threefunctions(two in tar
andonein kon2 ) in thewholetablerequireexec . Most functionsinvoking threedan-
geroussystencallscontainonly le system-relatedallssuchasopen, symlink ,and
unlink

program ||# of applicaf|# of functionscontaining containing containing
tion functiong|containingdan{3  dangerou® dangeroud  dangerous
totally gerous systemsystencalls [systencalls |systemcalls

calls

enscript (|48 8 0 0 8

tar 165 26 3 3 20

gzip 92 6 1 3 2

kon2 111 10 1 5 4

[totally  [[416 [12% [1.2% [2.6% 8%

Table 1. number of functions invoking dangerous system calls, and the calls distribution.
Only 12% (50) of functions in our analysis use dangerous system calls, while 1.2% (5)
of them contains 3 dangeous calls.

The distribution of dangerousystemcalls shaws that partitioning of systemcall
permissionshouldbe effective. If anexploit happenswithin the contet of onefunc-
tion, the attacler canuseonly thosesystemcalls authorizedfor that function, which
signi cantly restrictsthe power of attackin gaining control of the system.Existing
code-injectionattacksexploit aws in input routines,which do not, in general,have
permissiorto call dangerousystemcalls. Open, however, is usedwidely in applica-
tion functions(9% of applicationfunctionsuseit), requiringfurther restrictionsto its
parameters.
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enscript 48 0 0 0 8 0 0
tar 165 |0 2 1 20 3 4
gzip 92 |0 0 0 3 2 5
kon2 111 (|0 1 1 6 4 2
totally || 416 [0 [0.7% [0.5% [9% [2.2% [2.6% |

Table 2. number of functions invoking dangerous system calls. For example, 20 func-
tions in tar invokes open or rename . Only 0.7% (3) of all functions in our analysis call

execve .

Thenumbershaow thatasanalternatve of monitoringeveryfunction,we canmoni-
tor only functionscontainingdangerousystemcallsto detectsubversionsin this case,
we have a default permissionsetthat allows all other systemcalls, and only deploy
waypointswhenswitchingbetweerthe generaldefault permissiongndthe strict, spe-
ci ¢ permissionsassociatedvith the function that usesdangerousystemcalls. This
is a conscioudrade-of of capabilityfor performancewe no longerhave a full way-
point stackin the kernelthatre ects all function calls during programexecution,but
theoverheadlecreasesigni cantly, asshovnin gure 3 of sectior4.

3.4 Waypoint-basedAnomaly Monitoring

After generatingwaypointsandtheir permissionsetsfor a program,we monitor the
programat run time. The procedureof the waypoint-basedecurity monitor can be
describedn thefollowing steps:

1. Marking a processwith waypoints
At the procesdnitialization stage we mark a processhy settinga ag in its cor
respondingask _struct in the procesdable,indicatingwhetherthe processs
beingmonitoredor not. For a proces$eingmonitored we setup awaypointstack
andcreateatableof permissiorbitmapsfor thewaypoints.The permissiorsetsare
generatedtatically

2. Managingthewaypointsatruntime
Waypointsareauthenticatedby their linearaddressedNe implementthe manage-
mentproceduran an exceptionhandler Whenan exceptionis triggered,we rst
checkwhetherit is a legitimate waypointor not. A legitimate waypointsatis es
threeconditions:(1) the procesds beingmonitored;(2) thelocationof the excep-
tion (waypointlocation)canbefoundin thelegalwaypointlist; and(3) thenumber
of timesthatthewaypointis activatedis lessthanor equalto themaximumallowed
times.If the conditionsare not satis ed, we passcontrol to the regular exception
handler



After the veri cation, we managehe waypointstackaccordingto the type of the
waypoint.If it is anentrancevaypoint,we pushit ontothe waypointstackandac-
tivateits permissiorset;if it is amiddlewaypoint,we only updatethe permissions;
andif it is anexit waypoint,we popthecorrespondingntrancevaypointfrom the
stackandrestorethe previous permissionset. After that, we emulatethe original
instructionif necessaryadjustthe programcounterto the locationof the next in-
structionandreturnfrom the exceptionhandling.To simplify implementationyve
insert4 nops at the waypointlocationsand changethe rst nop to a waypoint
instruction(i.e. abadinstructionin ourimplementation)In this way, we canavoid
emulatingthe original instructions pecaus&op s performno operations.

3. Monitoring systenrequests
Weimplementedhe accessnonitorasanin-kernelsystemcall interceptorin front
of the systemcall dispatcherln termsof accesscontrol logic, the subjectis the
applicationfunction;the objectis the systemcall number;andthe operationis the
systemcall requestAfter trappinginto thekernelfor asystencall, theacceson-
trol monitor rst veri es whetherthe currentprocesss beingmonitoredor not. If
yes,themonitorfetcheshe active waypointfrom thetop of thewaypointstackand
its correspondingermissiorsetfrom the permissionditmaptable.If therequest
belongsto the permissiorset,the monitorinvokesthe regular systemservicerou-
tine; otherwisethe monitorrefuseghe systemcall requestindwritestheviolation
informationin the kernellog.

3.5 Implementation Issues

We have consideredhefollowing issuedn ourimplementation:

1. monitoringoffspringprocesses
We monitortheoffspringprocessethe sameway aswe monitortheparentprocess.
A child processnheritsthemonitor ag, thepermissiorbitmaptable,thewaypoint
stack,andthe stackpointerfrom the parentprocesslif the child is allowedto run
anothemprogram(e.g.by callingexecve() ), thenthewaypointdatastructuref
thenew programwill replacethe currentones.

2. multiple-threadsupport
Linux usedight-weightprocesset supporthread=f ciently . Monitoringalight-
weight procesds similar to monitoring an ordinary processput requiresa sepa-
ratewaypointstackfor every thread.Our currentimplementatiordoesnot support
thread-basedccessnonitoring.

3. numberof passes
By restrictingthe numberof timesa waypointcanbe passediuringa procesdife
time, we can monitor someglobal control o w characteristicf ciently. In par
ticular, we allow the programprologueto startonly onetime, becausét typically
invokesdangerousystemcallsandis logically intendedo run only once.We also
allow main() to startonly onceperprocessexecution.

4. non-structuredontrol o w
Control o w doesnot always follow pathsof function invocation.In the C/C++
languagesthe goto statemenperformsan unconditionaltransferof control to



a namedlabel, which mustbe in the currentfunction. Becausegoto doesnot
crossa function boundaryit doesnot affect function entranceandexit waypoints.
However, it might jump acrossa middle waypoint, so we do not put ary middle
waypointsbetweera gotoinstructionandthe correspondingargetlocation.
Setjmp setsajump pointfor anon-localgoto,usingajmp _buf to storethe cur-
rent executionstackervironment,while longjmp changegshe control o w with
thevaluein suchadatastructure At thesetjmp call, we useawaypointto take a
snapshoof thein-kernelwaypointstackandthejmp _buf , while atthelongjmp
location, a waypointensureghat the target structurematchesa jmp _buf in the
kernel,andreplaceghe currentwaypointstackwith the correspondingnapshot.

5. permissionswitchwith alow-overheadolicy
Underour low-overheadpolicy, we only monitor functionsthatinvoke dangerous
systemcalls. Thesefunctionsmay call one another or call a function with only
default permissionspr vice versa.Permissionsare switchedon the function call
boundaryIn the forwarddirection,wherethe callerhasspeci c, elevatedpermis-
sions,we use a middle waypointto switch to the default permissionset before
calling, andswitch the permissiondackafterreturning.If the calleehasspeci c,
elevatedpermissionstegularentranceandexit waypointswill activatethem.

6. theraw systeminterface
To control the target system,an attacler may usethe raw systeminterface(e.g.
/dev/imem and/dev/hda ). Thisisananomalyto mostapplicationsOurwaypoint-
baseddefensewill restrictthe opportunitiesfor the attacler to call open, but fur-
ther defensese.g. parameteichecking,are necessaryor completedefense Our
currentimplementationdoesnot employ parameteichecking.Seel[5, 25—-27]for
furtherinformationon parametemonitoring.

3.6 EvasionAttacks and Defenses

Becausehe waypointstructuresand codeare locatedin the kernel, attaclers cannot
manipulatehemdirectly. However, anadaptie attackmay createanillegal instruction
in thedatasectionsasafake waypointor jump to themiddle of a legitimateinstruction
(in an X86 systemto trigger the waypointactivation mechanismAs we explainedin
section3.2, our waypointmanagementodecanrecognizehefake waypointsbhecause
all the legitimatewaypointsareloadedinto the kernelat loadtime. If anattackinten-
tionally jumpsover a waypoint,althoughit canchangethe control o w, the waypoint
stackis notupdatecheitheris the permissiorset.

Ourwaypointmechanisnwasoriginally designedo counterattacksof category 1
(shellcodebasedattacks)andcategory 2 (LCT attacks)describedn section2, because
theseattacksbypassvaypointsandthereforefail to acquiretheassociategermissions.
Evasionattacksmay usethe cateyory 3 attack(function granularityattacks),if these
functionsinvoketheexactsystencallsandin thecorrectorder requiredoy theattacler.
For suchprogramsthelow-overheadolicy maynotsupplysufcient traceinformation
to supportfunctioncall o w monitoring,sofull monitoringonfunctioncall pathshould
bedone.

If anattacklaunchesalocal mimicry attack,usingoneor a sequencef legitimate
systemcalls of the currentcontext, our mechanisntannotdetectit. Thisis thegeneral



caseof akuseof the raw systeminterface mentionedabove, andin similar fashion,
we mustemploy complementaryechniquesln our implementationwe adoptsystem
interfacerandomizatiori2, 28] to counteracshellcode-baseldcal mimicry attacks.

Existingimplementation®f systemcall numberrandomizatior{2] usesa permu-
tation of the systemcall numbers A simple permutationof the relatively small space
(lessthan 256 systemcalls) allows attaclersto guessthe renumberindor a particular
systemcall in 128trieson average or 255guessef theworstcase.

To survive this bruteforce attack,we usea substitutioncipherto mapfrom 8-bit
systemcall numberdo 32-bitnumberstherebymakinga brute-forceattackon the sys-
temimpractical.ln Linux, asystemcall number is anunsigned-bit integerbetween
0 and255, andis carriedto the kernelin register%eax, a 32-bit register, of which 24
bits areunusedIn our implementationywe make useof thewholeregisterto carrythe
32-bitsystemcall numberWe generat@ one-to-onanappingbetweerthe 8-bit system
call numbersandtheir corresponding2-bit secretsThe accesamonitor restoreshe
original numbercorrespondinglypona systemcall.

3.7 An Example

To demonstratehe effectivenessof our waypointmechanismwe attacled a real ap-
plication programin Linux, using both shellcodeand return-into-lib(c) attacks.We
chosekon2 version0.3.9basthe tamget. kon2 is a Kanji emulatorfor the console.
It is asetuidroot applicationprogram.In version0.3.9b thereis a buffer over ow vul-
nerability in function ConfigCoding() whenusingthe -Coding commandline
parameterThis vulnerability, if appropriatelyexploited, canleadto local usersbeing
ableto gain root privileges[29]. Part of the sourcecode of the vulnerablefunction
ConfigCoding() isshavnin gure 2(a),with thevulnerablestatemenhighlighted.
Figure2(b) shaws its original binary code,and gure 2(c) shows the binary codewith
waypointsadded.

To helptheshellcodeattackreachour waypointmechanismye disabledhesystem
call renumberingandreturnaddressomparisorfeaturesof our systemduring our ex-
periment. In thefollowing attackanddefenseexperimentwe shov how the waypoint
mechanisntandetectmalicioussystemcallsin both shellcodebasedandreturn-into-
lib(c) basedttacks.

— Attack1: calling a systemcall instructionlocatedin the shellcode
In the attack,thereturnaddres®f function ConfigCoding() is over owed.In
this experiment,the faked returnaddresgedirectsto a pieceof shellcode With-
out our protection the attackingcodegenerated shell. With our mechanismsle-
ployed,the malicioussystemrequesexecve( /bin/sh") wascaughtand
the shellwasnot generatedAt the locationof theret instruction,an exit way-
pointis triggered,andthe permissiondor ConfigCoding()  's parentfunction
(ReadConfig() ) areactivated.Becauseexecve() is not amongthe permis-
sionsof ReadConfig() ,thesystenrequesis denied.t is interestingto seethat
if thereturnaddresss overwritten,the maliciousrequests issuedn the context of
the parentfunction, becausehe maliciousrequesis issuedafter the executionof



staticint ~ ConfigCoding(const char *confstr)

{
char reg[3][MAX_COLS]; <--Fixed size buffer MAX_COLS=256
intn, i

*reg[0] = *reg[1] = *reg[2] = "\0";
sscanf(confstr, "%s %s %s", reg[0], reg[1], reg[2]);
AANNANAANNANNANNNNNAANNIAAN Gy ffer overflow vulnerability here

return SUCCESS;

(a) A buffer-overflow vulnerable function in kon2

0804c0fc <ConfigCoding>:

804cOfc: 90 nop

804c0fd: 90 nop

804cOfe: 90 nop

804cOff: 90 nop

804c100: 55 push %ebp
804c101: 89 e5 mov  %esp,%ebp
804c193: 31 cOo Xor %eax,%eax
804c195: 5f pop Yoedi
804c196: c9 leave

804c197: 90 nop

804c198: 90 nop

804c199: 90 nop

804cl19a: 90 nop

804c19b: c3 ret

(b) the original binary code

0804c0fc <ConfigCoding>:

804cOfc: fe (bad) < entrance waypoint
804c0fd: 90 nop

804cOfe: 90 nop

804cOff: 90 nop

804c100: 55 push %ebp
804c101: 89 e5 mov  %esp,%ebp
804c193: 31cO Xor %eax,%eax
804c195: 5f pop Yoedi

804c196: c9 leave

804c197: fe (bad) < exit waypoint
804c198: 90 nop

804c199: 90 nop

804c19a: 90 nop

804c19b: c3 ret

(c) the binary code with waypoints added

Fig. 2. a buffer over o w vulnerable function in kon2 and its waypoints



instructionret andthe exit waypoint.If our mechanismarefully deployed,the
exit waypointwill guaranteghatthereturnaddresss notfaked.

— Attack 2: A low-level controltransferattack
Recallthatalow-level controltransferattackcanredirectcontrolto legitimatecode
for maliciouspurposeslin our experiment,we usethe locationof int  execve
(const char *filename, char *const argv]], char *const
envp[]) ,asensitvelibc function,in theattackingcode.Becauseneither
ConfigCoding() nor its caller ReadConfig()  have the permissionto call
systemcall execve() ,therequesis rejectedby our monitor.
Note,it is dif cult to detectthereturn-into-lib(c)attacksProgramshepherdingl5]
ensureghatlibrary functionsare calledat only library entrancdocations,andthe
library calleefunctionsmustexist in the externalsymboltableof the ELF format
program.n kon2,becausexecl() andexeclp() areusedatotherlocations,
therearecorrespondingentriesin the externalsymboltable;soat ary library en-
trancepoint, this requestcan passthe shepherdingcheck. In addition, program
shepherdingnonitorscontrol o w only, soit is possiblefor an attackto compro-
misecontrol o w relateddata(e.g. GOT), makingthe return-into-lib(c)attackre-
alistic. In an1DS without control o w information,becausexecve() is usedin
the program,a mimicry attackmay passthe check.

Theonly dangerousystemcall in the context of ConfigCoding() isopen() .
Within this contet, the attacler doesnot have much freedomin gaining control of
the system.Launchingan execve() requiresa global mimicry attackthat crosses
functionboundarieswhichis subjectto boththe call o w andpermissionsnonitoring.

4 OverheadMeasurementand Analysis

We measuredhe overheadf the waypoint-base@ccessnonitoron a systemof Red-
Hat Linux 9.0 (kernelversion2.4.20-8)on a 800MHz AMD Duron PC with 256 MB
memory

Theoverheadf thewaypoint-basedccessnonitorhastwo maincauseswaypoint
registrationin theexceptionhandlerandrunningtheaccessnonitorateachsystencall.
The systemcall mappingis donebeforerunning,soit doesnotintroduceary run-time
overhead.The remappingat eachsystemcall is a binary searchon a 256 entry table
in our implementationBecause the remappingtakes only tensof instructions,this
overheads negligible. The accessnonitor at the systemcall invocationcompareghe
comingrequesnumberwith the permissiorbitmap.Thesecomparisoroperationsost
little time. Therefore the majority of the overheads from the additionaltrap for the
waypointregistrationcodein the exceptionhandlerwherecachesandpipelineswill be
ushed.

Ourmeasuremergnamicro-benchmarprogramthatcallsamonitoredfunctionin
atightloop shavsthatthe overheador onewaypointinvocationis 0.395microseconds
on average This captureghe costof exceptionhandling,but doesnot reveal overhead
dueto cacheandpipeline ushing.

To betterunderstandheseeffectson realapplicationswe testeda few well known
GNU applicationsWe did not userealtime, the time betweenprogramstartandend,



becaus¢heoverheadtanbehiddenby the overwhelming/O time. Insteadwe useuser
time andsystime, thetime thatmeasureshe processunningin usermodeandkernel
mode,correspondinglyThesdime givesusanaccuratainderstandingf theoverhead.

As shawvn in gure 3, whenwe monitor all functions,the usertime increasesy
about10%—-20% but the systemtime increasesiramatically We attribute the increase
in usertime to the ushing of cacheandpipelines.In the GNU programsve measured
3-5timesoverheaddueto our waypointmechanism.

100

Il user time
[_] system time

90 i
80 b
0F i
60 i

50 b

Runtime (in seconds)

40t .

30 b

20 b

10+ .

enscript tar ¢ tar x gzip gunzip
20M file kernel source 192M file 68M file 18M file

Fig. 3. overhead of the waypoint-based access monitor. For every group, the left side bar
shows the time of running the original program; the middle bar shows its running time
under waypoint-based access monitoring for all functions; and the right side bar shows
the result with monitoring only functions that invoke dangerous system calls.

Whenwe monitoronly dangerougunctions,the overheads smallerthanfor moni-
toringall functions Dangerous-functiomonitoringfor enscript  ,gzip andgunzip
introducessmalloverheadbut theoverheador tar is still high.In gunzip , thereare
only a few function calls for checkingthe zip le andfor decompressing. Because
thereareonly afew waypointinvocationsin the entireprogramexecution,the running
time is closeto the original runningtime. We concludethat the overheaddependson
not only how mary functionsare monitored,but alsohow frequentlythesefunctions
areinvoked.



5 RelatedWork

Therearethreelayersof defensan preventingattacksfrom subvertingthesystemThe
rst layer of defenseis to preventthe maliciousdataand codefrom beinginjected,
typically by avoiding andtoleratingimplementatiorerrorsin the system Existingtech-
niguesincludelanguage-basear compilerbasedechniquessuchastype checking9,

30-32],0r protectingdatapointers[33] andformatstrings[3]. Thesecondayerof de-
fenseis to prevent maliciouscodefrom being executed.Presention methodsinclude
instruction set randomization[34, 35], non-eecutablestack and heappages[8, 10],

processmagerandomization10,13], and stackintegrity guarding[4, 11]. The third

layerof defenseattemptdo preventthe executingattackcodefrom doingfurtherharm
thoughthe systeminterface.Existingwork at this stageincludesanomalydetection[5,

6,12,24,25,27], procesgandomizatior{2, 10,13,28,36], andinstructionsetrandom-
ization[34,35].

Realizingthatlack of contet informationin detectionleadsto certainfalsenega-
tivespossiblge.g. theimpossible-patiproblemandthemimicry attacks) someanomaly
monitorsapply partialcontext informationin anomalydetection5, 24,25]. Thebene t
of usingcontext informationis that control pathinformationbetweentwo systemcall
invocationscanhelpdetectinganomaly

Retrieving usercall stackinformationin systemcall intercepto[5] is promisingin
bringing function call o w informationto the anomalymonitor. We explore this ap-
proachfurther by providing trustworthy control o w informationto the monitor. One
otherdifferenceis thatwhile [5] emphasizéhe call stacksignatureat a systemcall in-
vocationwe putmucheffort onguardingwith thepermission®f applicationfunctions.
Programshepherding25] usesaninterpretorto monitorthecontrol o w of aprocessilt
enforcesapplicationcodeto call library functionsonly throughcertainlibrary entrance
points,andthetargetlibrary functionmustbe oneof the externalfunctionslistedin the
externalsymboltableof theapplicationexecutableBecausg@rogramshepherdingloes
notmonitorthedata o w, somecontrol o w information,suchasfunctionpointersmay
be overwritten.If the overwrittenpointerhappenso be a library entry point, andthe
attackchooses library functionthatis usedat ary otherlocationsin the programthe
attackcanpassthe check.Context relatedpermissionsanhelpin this situation.[24]
associates systemcall with its invocationaddressThe return-into-lib(c)attackcalls
a library function, ratherthan a pieceof shellcoden this case the locationsdo not
provide enoughcontrol pathinformationto thedetector

6 Conclusion

In this paperwe proposea nev mechanism—aypoints—toprovide trustworthy con-
trol o w informationfor anomalymonitoring. We demonstratethow to useour way-

pointmechanisnto detectglobalmimicry attacks Our approactcanalsocatchreturn-
into-otherdmpossiblepathsby guardingthereturnaddressedmplementingvaypoints
by kerneltrapsprovidesreliablecontrol pathinformation,but slowvs down anordinary
programby 3-5times.As atrade-of, by monitoringonly dangerousystemcalls, we
canreducetheoverheady 16%-70% but nolongermonitorthecompletefunctioncall

path.



As notedin our discussiorof accesgo the raw systeminterface,waypoint-based
detectioncannotnd localmimicry attackspbecauséhefunctionhastheproperpermis-
sionsrequiredto invoke the dangerousystemcalls.In our currentimplementationyve
associate permissiorsetwith eachwaypoint,but a statemachinecanprovide tighter
monitoringthana set.We will alsoinvestigatethe useof complementaryechniques,
suchasparameterchecking,to extendwaypointsto defendagainstiocal mimicry at-
tacks.

Impossiblepathsmay be generatedit multiple granularitiesOur waypointmecha-
nismcandetectonly function-granulareturn-into-othersmpossiblepathsby guarding
returnaddresses.

Our waypointmechanisntannotdirectly detectattacksthroughinterpretedcode.
Becauseve work atthebinarycodelevel, our mechanisntdoesnot“see”theinterpreted
code.Rather it monitorsthe interpreteritself, and so only seesactionstaken by the
interpreterin responseo directivesin theinterpretedcode.

Sofar, we generatavaypointsandtheir permissionstatically which doesnot sup-
portself-loadingcode.Our futurework will beto supportself-loadingcodeby moving
waypointsetup procedurgby codeinstrumentationjo programloadtime. Additional
futurework is to optimizeperformanceSomeoptimizationghatwe have discussedre
hoistingwaypointsout of loopsandmeiging waypointsfor severalconsecutrely called
functions.

Our prototypeimplementatiorof the waypointmechanisnfor Linux X86 system
may be downloadedrom http://www.sai.syredu/projects.
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