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Abstract. Many intrusionsamplify rightsor circumventdefensesby issuingsys-
temcalls in waysthattheoriginal processdid not.Defenseagainsttheseattacks
emphasizespreventingattackingcodefrom beingintroducedto the systemand
detectingor preventingexecutionof theinjectedcode.Anotherapproach,where
this paper�ts in, is to assumethat both injection andexecutionhave occurred,
andto detectandpreventtheexecutingcodefrom subvertingthetargetsystem.
We proposea methodusingwaypoints:marksalongthe normalexecutionpath
thataprocessmustfollow to successfullyaccessoperatingsystemservices.Way-
pointsactively log trustworthy context informationastheprogramexecutes,al-
lowing ouranomalymonitorto bothmonitorcontrol�o w andrestrictsystemcall
permissionsto conformto the legitimateneedsof applicationfunctions.We de-
scribeour designandimplementationof waypointsandpresentresultsshowing
thatwaypoint-basedanomalymonitorscandetectasubsetof mimicry attacksand
impossiblepaths.

Keywords: anomalydetection,context sensitive, waypoint,control �o w monitoring,mimicry
attacks,impossiblepaths

1 Intr oduction

Commonremoteattacksoncomputersystemshaveexploitedimplementationerrorsto
injectcodeinto runningprocesses.Buffer over�ow attacksarethebest-known example
of this typeof attacks.For years,peoplehave beenworking on preventing,detecting,
andtoleratingtheseattacks[1–13].Despitetheseefforts,currentsystemsarenotsecure.
Attackersfrequently�nd new vulnerabilitiesandquickly developadaptivemethodsthat
circumventsecuritymechanisms.

Host-baseddefensecantakeplaceatoneof threestages:preventingcodeinjection,
preventingexecutionof the injectedcode,anddetectingthe attackafter the injected
codehasbegun execution.Oneclassof detectionmechanisms,execution-monitoring
anomalydetection,comparesastreamof observableeventsin theexecutionof arunning
processto a pro�le of “known-good”behavior, andraisesalertsondeviationsfrom the
pro�le. While it is possibleto treateachinstructionexecutedby theprocessasanevent
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for comparisonto thepro�le, typical anomalydetectorsusesystemcalls [6, 14–17]or
functioncalls[5, 18] asthegranularityfor events.

We focusoureffortsondetectingattemptsto subvert thesystemthroughthekernel
API (the systemcall interface),assumingthe attackingcodehasstartedto run. We
monitorrequestsfor systemservices(i.e.,systemcalls)of runningprocesses,anddetect
anomalousrequeststhatcouldnotoccurasaresultof executingthecodein theoriginal
binaryprogramimage.

Two major problemsthat system-callbasedanomalydetectionfacesaremimicry
attacks[12,19] andimpossiblepaths[12]. A mimicry attackinterleavestherealattack-
ing codewith innocuouscode,therebyimpersonatinga legitimatesequenceof actions.
For example,if thelegitimatecodehasthesystemcall sequence

getuid() ... open() ... execve()

andtheattackhasthesequence

getuid() ... execve()

theattackercanadda“no-op” systemcall to matchthelegitimateattacksequence:

getuid() ... open("/dev/null"...) ... execve() .

Wefurtherdividemimicryattacksintoglobalmimicryattacksandlocalmimicryattacks.
Consideringtheminimumsetof systemcallsnecessaryfor thefunctionalityof anappli-
cationfunction,thesystemcall sequencein aglobalmimicry attackcombinesthelegal
systemcallsof multiple functions,while a local mimicry attackusesthe legal system
callsof only therunningfunction.

An impossiblepathis acontrolpath(with asequenceof systemcalls)thatwill never
be executedby the legal program,but is a legal pathon thecontrol �o w graphof the
program.Impossiblepathscanbegenerateddueto thenatureof thenon-deterministic
�nite stateautomata(NDFSA).For example,whenbothlocationA andB cancall func-
tion f() , function f() can return to either locationA or B. The call graphfor the
programallows a return-into-othersimpossiblepathwhereinlocationA calls function
f() , but thereturngoesto locationB, whichbehavior appearslegal in thecontrol�o w
graph.This exampleattackis similar to a return-into-lib(c)attackin thatbothof them
modify thelegalcontrolpathat thefunctionreturnpoints.

This paperintroducesour use of waypoints1 for assistinganomalymonitoring.
Waypointsare kernel-supportedtrustworthy markers on the executionpath that the
processmust follow whenmaking systemcalls. In this paper, we usefunction-level
scopingasthecontext of awaypoint.If functionCcallsfunctionD, thentheactivecon-
text is thatof D; uponfunctionreturn,theactive context is againthatof C. Waypoints
provide control �o w context for securitychecking,which supportscall �o w checking
approachessuchasthat in Feng,et al. [5] andallows us to checkwhethertheprocess
beingmonitoredhaspermissionto make therequestedsystemcall in thecontext of the
currentwaypoint.

Thework presentedin this papermakesthefollowing contributions:
1 This terminologyis borrowed from routeplanningusinga GPSsystem,while the term is as

old asnavigationsystems,meaninga speci�c locationsaved in thereceiver's memorythat is
usedalonga plannedroute.



1. Kernel-supportedwaypointsprovide �ne-grainedtrustworthy context information
for on-linemonitoring.Usingthis information,we canrestricta processto access
only thosesystemcalls thatappearedin theoriginal programfragmentassociated
with thewaypointcontext.
Waypointscanchangethegranularityof intrusiondetectionsystemsthatmonitor
systemcall sequences.Themorewaypointswe setbetweentwo systemcalls,the
moreprecisecontrolof thatprogrampathwe canprovideto thedetector.

2. Using the context information,our anomalymonitor can detectglobal mimicry
attacksthat usepermissions(i.e. allowed systemcalls) acrossmultiple functions.
Any systemservicerequestfalling out of thepermissionsetof thecurrentcontext
is abnormal.

3. Our anomalymonitor candetectreturn-into-othersimpossiblepathsattacks.We
usewaypointsto monitorthefunctioncall �o w andto guaranteethatcalleesreturn
to theright locations.

In thenext section,we describeour modelof attacksin detail.Section3 describes
our designandimplementationof waypointsandthewaypoint-basedsystemcall mon-
itor. In section4 we presentperformancemeasurementsof our approach.Section5
summarizesrelatedwork. Section6 discussesthe limitationsandour futurework and
givesourconclusions.

2 Attack Models

Oncethe exploit codehasa chanceto run, it can accessthe systeminterfacein the
following threeways,whichwe presentin orderof increasingcodegranularity:

1. Jumpingto a systemcall instruction,or a seriesof suchinstructions,within the
injectedcodeitself. Many remoteattacksuseshellcode—a pieceof binary code
that executesa commandshell for attackers [20]. Most shellcodeissuessystem
requestsdirectly throughpre-compiledbinarycode.In this case,theattacker relies
on knowing the systemcall numbersandparametersat the time he compilesthe
attackcode,which, in the presenceof a nearmonoculturein systemarchitecture
andstandardizedoperatingsystems,is a reasonableassumption.Thecontrolpath
in this caseis fully underthecontrolof theattacker, ashecontrolsthe locationof
thesensitivesystemcall at thetime of thecodeinjection.

2. Transferringcontrolto legitimatecodeelsewherein theprocess;thetargetcodecan
beatany link onthepathto thesystemcall instruction.Theattackingcodeachieves
its goalby executingfrom thetargetinstructionforwardto thedesiredsystemcall.
The attackcanbe achieved eitherby creatingfake parametersand thenjumping
to a legitimatesystemcall instruction,(e.g.,makingit appearthat theargumentto
an existing execve() call was"/bin/sh" ), or by jumping to a point on the
path leadingto an actualcall (e.g.execve("/bin/sh") ) in the original pro-
gram.Locationsusedin thelatterattackincludea systemcall wrapperfunctionin
asystemlibrary suchaslibc , anentryin theprocedurelinkagetable(PLT) using
theaddressin thecorrespondingglobaloffsettable(GOT), or an instructionin an
applicationfunctionthatleadsto calling theaboveentries.This is thegeneralform



of thereturn-into-lib(c) attack[21], in whichthecorruptedreturnaddress
on thestackforcesa control transferto a systemcall wrapperin thelibc library.
For theremainderof this paperwe will refer to this typeof attackasan low-level
controltransfer(LCT) attack.In contrastto defendingagainsttheshellcodeattack,
it is of paramountimportanceto protectthecontrolpathwhendefendingagainstan
LCT attack.

3. Callinganexistingapplicationfunctionthatperformsthesystemcall(s)thattheat-
tackingcoderequires.While this is aform of controltransferattack,wedistinguish
it from theLCT becausethegranularityof theattackis at theapplicationfunction
level, not at the level of the individual instructionor systemcall. In this case,the
controlpathis thesequenceof application-level functioninvocationsleadingto the
functionthatcontainstheattackingcall.

Mimicry attackscanbeachievedby directly jumpingto injectedcodethatmimicsa
legalsequenceof systemcallsor callingasequenceof lib(c) functions,whichfall in the
above category 1 and2 attacks.Attackerscanalsousecategory 3 attacks(i.e. calling
existing applicationfunctions),but this is easierto detectthan the category 1 and2
attacksby usingcall �o w monitoringtechniques.Attackerscanalsoexploreimpossible
pathsto eludedetectionby usingtheabovethreecategoriesattackingtechniques.

While function call �o w monitoring can reduceattacksin category 3, and non-
executabledatasectionscanblockattacksin category1, attacksusingcategory2 tech-
niquesaremoredif�cult to detectbecausethey uselegitimatecodeto achievemalicious
purposes.An importantcharacteristicthat attackersuseis that the default protection
modelpermitsprogramsto invoke any systemcall from any function,but in actuality
eachsystemcall is only invoked from a few locationsin the legal code.While some
previouswork hasexploitedtheideaof bindingsystemcallsor othersecuritysensitive
eventswith context [5, 18,22–24],this paperexploresthis approachfurther. We intro-
ducethe conceptof waypointsto provide trustworthy control �o w information,and
show how to applytheinformationin anomalydetection.

3 Waypoint-basedSystemCall AccessControl

We observe that an applicationfunction—afunction in an applicationprogram,not a
library function—ingeneralusesonly a small subsetof systemserviceroutines2, but
hasthepower to invoke any systemcall underthedefault Unix protectionmodel.This
practiceviolatestheprincipleof leastprivilege,whichrestrictsafunctionto only invoke
systemscalls that arenecessaryfor its properexecution.For example,execve() is
not usedby many legitimatefunctions,especiallyin setuidroot regions,but it is com-
mon for exploit codeto invoke that systemcall within the scope(or equivalently, the
stackframe)of any vulnerablefunction.Waypointsprovideamechanismfor restricting
programaccessto systemcallsandenforcesleastprivilege.

2 For example,in table1 and2 of section3.3, only 3 out of 416 applicationfunctionsbeing
monitoredrequireexecve() legally.



3.1 Waypoint Design

A waypoint,locatedin the codesection,is a trustworthy checkpointon control �o w.
Waypointscanactively reportcontrol �o w informationin real-timeto assistintrusion
detection,ratherthangatheringthe informationonly at systemcall time. Peoplecan
assignsecurityattributesto eachwaypointor to a sequenceof waypoints.

To achieveourgoals,waypointsmustembodythefollowing properties:

1. Authentication
Becauseweassumethatanattackhassuccessfullystartedexecuting,andtheattack
hasthe right to accessthe whole processimage,it is possiblethat the attacking
codecanoverwritecodepointers.Althoughthecodesectionis usuallyread-only,
dynamically-generatedcodewill be locatedin memorywith both readandwrite
permissions.Thismeansthatattackershavetheability to generatewaypointswithin
their own code,andwemustthereforeauthenticatewaypoints.
We authenticatethewaypointsby their locations.Waypointsaredeployedbefore
theprocessruns,suchthatthewaypointlocationsareregisteredatprogramloading
time. In this way, wecancatchfalsewaypointsgeneratedat run time.

2. Integrity
Becauseattackerscanaccessthe whole processimage,informationgeneratedat
anddescribingwaypoints(e.g.,their privileges)shouldbe kept away from mali-
ciousaccess.We storeall waypoint-relateddataandcodein thekernel.

3. Compatibility
Ourwaypointswork directlyonbinarycode,sotheoriginalcodemaybegenerated
from differenthigh-level languagesor with differentcompilers.

A naturalgranularityfor control �o w monitoringis at the function level. To trace
functioncall �o w, wesetupwaypointsat functionentranceandexit. Wegenerateway-
pointsandtheir associatedpermissionsonaper-functionbasisthroughstaticanalysis.

At run time,wecanconstructapush-down automataof thewaypointsthatparallels
the executionstackof the process.An entrancewaypointdisablesthe permissionsof
thepreviouswaypoint,pushestheentrancewaypointon topof thewaypointstack,and
enablesits permissions.A correspondingexit waypointdiscardsthe top valueon the
waypointstackandrestoresthepermissionsof thepreviouswaypoint.

It is possiblethatwe assigndifferentpermissionsto differentpartsof a function.In
thiscase,weneedamiddlewaypoint.A middlewaypointdoesnotchangethewaypoint
stack.It only changespermissionsfor thewaypoint.

We deploy waypointsonly in the applicationcode.Although we do not setway-
points in libraries,we areconcernedaboutlibrary function exploitation.We treatse-
curity relevantevents(systemrequests)triggeredby library functionsasrunningin the
context of theapplicationfunctionthatinitiatedthelibrary call(s).

The waypointstackrecordsa function call trace.Using this context information,
ouraccessmonitorcandetectattacksin two ways:(1) �o w monitoring—Globally,way-
pointscomprisethefunctioncall tracefor theprocess.Wecanconstructlegalwaypoint
pathsfor somesecuritycritical systemrequests(e.g.execve() ), suchthatwhensuch
asystemcall is made,theprogrammusthavepasseda legalpath.Similar ideasoncon-
trol �o w monitoringhave beenproposedin [5,25], therefore,we do not discussthis



approachfurtherin this paper. (2) permissionmonitoring—Locally, we usestaticanal-
ysis to determinethesetof systemcalls (permissions)requiredfor eachfunction,and
ensuresystemcallsinvokedin thecontext of a functionappearsin its permissionset.

3.2 Waypoint Implementation

If a pieceof codeneedsto performa systemrequestlegally, thenwe saythatthepiece
of codehasa permissionto issuethesystemrequest.To simplify the implementation,
we usea setto describepermissionsfor a waypointandstorethepermissionsetsin a
bitmaptable.

Wegeneratewaypointsandtheircorrespondingpermissionsthroughstaticanalysis.
We introduceglobal control �o w informationby de�ning the numberof timesthat a
functioncanbeinvoked.Usually, anapplicationfunctiondoesnotissuesystemrequests
directly. It calls systemcall wrappersin the C library instead.The applicationmay
call the wrapperfunctionsindirectly by calling other library functions�rst. We build
a (transitive) mapbetweensystemcall wrappersandsystemcall numbers.Currently,
weanalyzethehierarchicalfunctionsmanually. Ournext stepis to automatethiswhole
procedure.

We deploy theaccessmonitor, togetherwith thewaypointstackandthepermission
bitmaptable,in theoperatingsystemkernel,asshown in �gure 1. Therearetwo �elds
in anentryof thewaypointstack,oneis thelocationof thewaypoint,theotheris extra
informationfor accessmonitoring.Sincewemonitorapplicationfunctioncall �o w, we
usethis �eld to storethereturnaddressfrom thefunction.In oneapplicationfunction,
thereis oneentry waypointandoneexit waypoint,the pair of which is storedin the
bitmaptable.Field “entries” in thebitmaptableindicateshow many timesa waypoint
canbe passed.In our currentimplementation,we only distinguishbetweenoneentry
andmultiple entriesto avoid maliciousjump to prologuecodeandfunctionmain() ,
whichusuallycontainsomedangeroussystemcallsandshouldbeenteredonly once.

At a waypoint location,thereshouldbe somemechanismto trigger the waypoint
codein thekernel.We caninvoke thewaypointcodeat severallocations:anexception
handler, anunusedsystemcall numberserviceroutine,or a new soft interrupthandler.
We insertanillegalopcodeat thewaypointlocationandrunourwaypointmanagement
codeasanexceptionhandler.

An attackercanoverwritethereturnaddressor othercodepointerto redirectcontrol
to a pieceof shellcodeor a library function.We protectthereturnaddressby saving it
on thewaypointstackwhenwepasstheentrancewaypoint.Whena waypointreturnis
executedat theexit waypoint,thereturnaddresson theregularstackis comparedwith
thesavedvalueon thewaypointstackfor returnaddresscorruption.Theexit waypoint
identi�er must also matchwith the entrancewaypoint identi�er, sincethey comein
pairs. If the attackingcodeusesan unpairedexit waypointor a faked waypoint, the
comparisonwill fail. If the attackforcesreturn into a differentaddress,althoughthe
control �o w canbe changed,theactive permissionset—thepermissionsetbelonging
to the most recentlyactivatedwaypoint—isnot changed,becausethe expectedexit
waypoint hasnot passed.The attackingcodewill still be limited to the unchanged
permissions.



… ...

0804c0fc <ConfigCoding>:

 804c0fc:       fe                      (bad)   <--entrance waypoint

 804c0fd:       90                      nop

 804c0fe:       90                      nop

 804c0ff:       90                      nop

 804c100:       55                      push   %ebp

 804c101:       89 e5                   mov    %esp,%ebp

 … …


 804c193:       31 c0                   xor    %eax,%eax

 804c195:       5f                      pop    %edi

 804c196:       c9                      leave

 804c197:       fe                      (bad)    <--exit waypoint

 804c198:       90                      nop

 804c199:       90                      nop

 804c19a:       90                      nop

 804c19b:       c3                      ret

… ...
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task_struct 
 of the

process being
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main()


Table of permissions bitmap for application functions


ConfigCoding()
 read, write, close, ...


main()
 open, close, exit ...
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1


1
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Entrance waypoint
 Return address


Entrance wp
 Exit wp
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… ...


ReadConfig()


ConfigCoding()


---
 ---

0x8049720
 0x42015574


0x804ad78
 0x8049dac

0x804c0fc
 0x804aef2


0x80490a8
 ---


0x8049720
 0x804978e


0x804c0fc
 0x804c197


… ...


Process table


Fig.1. Data structures needed for the waypoint-based access monitor: a waypoint stack
and a table of permission bitmaps. The third column of the bitmap table indicates how
many times a waypoint may be activated. The prologue code and function main() are
allowed to run only one time during the process life. Function Con�gCoding() can be
called unlimited times.



3.3 Monitoring Granularity

In our implementation,eachwaypointcausesa kerneltrap,andeachguardedfunction
hasatleasttwo waypoints(anentrance/exit pair, plusoptionalmiddlewaypoints).Thus,
the performanceof the systemis dependenton the granularityof waypoint insertion.
Our �rst implementationmonitoredevery function, irrespective of whatever system
callsthefunctioncontained.As reportedin section4, theoverheadcanbesubstantial.

Not all systemcallsareequallyusefulfor subvertingasystem.Wede�ne dangerous
systemcallsasthoseratedat threatlevel 1 in [26]. Thereare22dangeroussystemcalls
in Linux: chmod, fchmod, chown, fchown, lchown, execve, mount,
rename, open, link, symlink, unlink, setuid, setresuid,
setfsuid, setreuid, setgroups, setgid, setfsgid, setresgid,
setregid, andcreate module . Suchsystemcallscanbeusedto takefull control
of thesystem.

Table1 and2 show thenumberof functionscontainingdangeroussystemcalls,and
thepermissionsdistribution.Thetablesshow usthatonly asmallportionof theapplica-
tion functionsinvokedangeroussystemcalls.Mostfunctionscall atmostonedangerous
systemcall, andno function calls morethanthree.Only threefunctions(two in tar
andonein kon2 ) in thewholetablerequireexec . Most functionsinvokingthreedan-
geroussystemcallscontainonly �le system-relatedcallssuchasopen , symlink , and
unlink .

program # of applica-
tion functions
totally

# of functions
containingdan-
gerous system
calls

containing
3 dangerous
systemcalls

containing
2 dangerous
systemcalls

containing
1 dangerous
systemcalls

enscript 48 8 0 0 8
tar 165 26 3 3 20
gzip 92 6 1 3 2
kon2 111 10 1 5 4

totally 416 12% 1.2% 2.6% 8%
Table 1. number of functions invoking dangerous system calls, and the calls distribution.
Only 12% (50) of functions in our analysis use dangerous system calls, while 1.2% (5)
of them contains 3 dangeous calls.

The distribution of dangeroussystemcalls shows that partitioningof systemcall
permissionsshouldbeeffective. If anexploit happenswithin thecontext of onefunc-
tion, the attacker canuseonly thosesystemcalls authorizedfor that function, which
signi�cantly restrictsthe power of attackin gaining control of the system.Existing
code-injectionattacksexploit �a ws in input routines,which do not, in general,have
permissionto call dangeroussystemcalls.Open, however, is usedwidely in applica-
tion functions(9% of applicationfunctionsuseit), requiringfurther restrictionsto its
parameters.
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enscript 48 0 0 0 8 0 0
tar 165 0 2 1 20 3 4
gzip 92 0 0 0 3 2 5
kon2 111 0 1 1 6 4 2

totally 416 0 0.7% 0.5% 9% 2.2% 2.6%
Table 2. number of functions invoking dangerous system calls. For example, 20 func-
tions in tar invokes open or rename . Only 0.7% (3) of all functions in our analysis call
execve .

Thenumbersshow thatasanalternativeof monitoringeveryfunction,wecanmoni-
tor only functionscontainingdangeroussystemcallsto detectsubversions.In thiscase,
we have a default permissionset that allows all other systemcalls, andonly deploy
waypointswhenswitchingbetweenthegeneral,defaultpermissionsandthestrict,spe-
ci�c permissionsassociatedwith the function that usesdangeroussystemcalls. This
is a conscioustrade-off of capabilityfor performance;we no longerhave a full way-
point stackin the kernelthat re�ects all function calls during programexecution,but
theoverheaddecreasessigni�cantly, asshown in �gure 3 of section4.

3.4 Waypoint-basedAnomaly Monitoring

After generatingwaypointsand their permissionsetsfor a program,we monitor the
programat run time. The procedureof the waypoint-basedsecuritymonitor can be
describedin thefollowing steps:

1. Markingaprocesswith waypoints
At the processinitialization stage,we mark a processby settinga �ag in its cor-
respondingtask struct in theprocesstable,indicatingwhethertheprocessis
beingmonitoredor not.For aprocessbeingmonitored,wesetupawaypointstack
andcreateatableof permissionbitmapsfor thewaypoints.Thepermissionsetsare
generatedstatically.

2. Managingthewaypointsat run time
Waypointsareauthenticatedby their linearaddresses.We implementthemanage-
mentprocedurein an exceptionhandler. Whenan exceptionis triggered,we �rst
checkwhetherit is a legitimatewaypointor not. A legitimatewaypointsatis�es
threeconditions:(1) theprocessis beingmonitored;(2) thelocationof theexcep-
tion (waypointlocation)canbefoundin thelegalwaypointlist; and(3) thenumber
of timesthatthewaypointis activatedis lessthanor equalto themaximumallowed
times.If theconditionsarenot satis�ed, we passcontrol to the regularexception
handler.



After theveri�cation, we managethewaypointstackaccordingto the typeof the
waypoint.If it is anentrancewaypoint,we pushit ontothewaypointstackandac-
tivateits permissionset;if it is amiddlewaypoint,weonly updatethepermissions;
andif it is anexit waypoint,wepopthecorrespondingentrancewaypointfrom the
stackandrestorethe previous permissionset.After that,we emulatethe original
instructionif necessary, adjusttheprogramcounterto the locationof thenext in-
structionandreturnfrom theexceptionhandling.To simplify implementation,we
insert 4 nops at the waypoint locationsandchangethe �rst nop to a waypoint
instruction(i.e.abadinstructionin our implementation).In thisway, wecanavoid
emulatingtheoriginal instructions,becausenopsperformnooperations.

3. Monitoringsystemrequests
We implementedtheaccessmonitorasanin-kernelsystemcall interceptorin front
of the systemcall dispatcher. In termsof accesscontrol logic, the subjectis the
applicationfunction;theobjectis thesystemcall number;andtheoperationis the
systemcall request.After trappinginto thekernelfor asystemcall, theaccesscon-
trol monitor �rst veri�es whetherthecurrentprocessis beingmonitoredor not. If
yes,themonitorfetchestheactivewaypointfrom thetopof thewaypointstackand
its correspondingpermissionsetfrom thepermissionsbitmaptable.If therequest
belongsto thepermissionset,themonitor invokestheregularsystemservicerou-
tine;otherwise,themonitorrefusesthesystemcall requestandwritestheviolation
informationin thekernellog.

3.5 Implementation Issues

We haveconsideredthefollowing issuesin our implementation:

1. monitoringoffspringprocesses
Wemonitortheoffspringprocessesthesamewayaswemonitortheparentprocess.
A child processinheritsthemonitor�ag, thepermissionbitmaptable,thewaypoint
stack,andthestackpointerfrom theparentprocess.If thechild is allowedto run
anotherprogram(e.g.by callingexecve() ), thenthewaypointdatastructuresof
thenew programwill replacethecurrentones.

2. multiple-threadsupport
Linux useslight-weightprocessesto supportthreadsef�ciently . Monitoringalight-
weight processis similar to monitoringan ordinaryprocess,but requiresa sepa-
ratewaypointstackfor every thread.Ourcurrentimplementationdoesnot support
thread-basedaccessmonitoring.

3. numberof passes
By restrictingthenumberof timesa waypointcanbepassedduringa processlife
time, we canmonitor someglobal control �o w characteristicsef�ciently . In par-
ticular, we allow theprogramprologueto startonly onetime, becauseit typically
invokesdangeroussystemcallsandis logically intendedto runonly once.We also
allow main() to startonly onceperprocessexecution.

4. non-structuredcontrol�o w
Control �o w doesnot always follow pathsof function invocation.In the C/C++
languages,the goto statementperformsan unconditionaltransferof control to



a namedlabel, which must be in the current function. Becausegoto doesnot
crossa functionboundary, it doesnot affect functionentranceandexit waypoints.
However, it might jump acrossa middle waypoint,so we do not put any middle
waypointsbetweenagotoinstructionandthecorrespondingtargetlocation.
Setjmp setsa jump point for a non-localgoto,usinga jmp buf to storethecur-
rent executionstackenvironment,while longjmp changesthecontrol �o w with
thevaluein suchadatastructure.At thesetjmp call, weuseawaypointto takea
snapshotof thein-kernelwaypointstackandthejmp buf , while at thelongjmp
location,a waypointensuresthat the target structurematchesa jmp buf in the
kernel,andreplacesthecurrentwaypointstackwith thecorrespondingsnapshot.

5. permissionsswitchwith a low-overheadpolicy
Underour low-overheadpolicy, we only monitor functionsthat invoke dangerous
systemcalls. Thesefunctionsmay call oneanother, or call a function with only
default permissions,or vice versa.Permissionsareswitchedon the function call
boundary. In the forwarddirection,wherethecallerhasspeci�c, elevatedpermis-
sions,we usea middle waypoint to switch to the default permissionset before
calling, andswitch thepermissionsbackafter returning.If thecalleehasspeci�c,
elevatedpermissions,regularentranceandexit waypointswill activatethem.

6. theraw systeminterface
To control the target system,an attacker may usethe raw systeminterface(e.g.
/dev/mem and/dev/hda ). Thisisananomalyto mostapplications.Ourwaypoint-
baseddefensewill restricttheopportunitiesfor theattacker to call open , but fur-
ther defenses,e.g.parameterchecking,are necessaryfor completedefense.Our
currentimplementationdoesnot employ parameterchecking.See[5,25–27] for
furtherinformationonparametermonitoring.

3.6 EvasionAttacks and Defenses

Becausethe waypointstructuresandcodeare locatedin the kernel,attackerscannot
manipulatethemdirectly. However, anadaptiveattackmaycreateanillegal instruction
in thedatasectionsasa fakewaypointor jumpto themiddleof a legitimateinstruction
(in anX86 system)to trigger thewaypointactivationmechanism.As we explainedin
section3.2,our waypointmanagementcodecanrecognizethefake waypointsbecause
all the legitimatewaypointsareloadedinto thekernelat loadtime. If anattackinten-
tionally jumpsover a waypoint,althoughit canchangethecontrol �o w, thewaypoint
stackis notupdatedneitheris thepermissionset.

Our waypointmechanismwasoriginally designedto counterattacksof category 1
(shellcodebasedattacks)andcategory2 (LCT attacks)describedin section2, because
theseattacksbypasswaypointsandthereforefail to acquiretheassociatedpermissions.
Evasionattacksmay usethe category 3 attack(function granularityattacks),if these
functionsinvoketheexactsystemcallsandin thecorrectorder, requiredby theattacker.
For suchprograms,thelow-overheadpolicy maynotsupplysuf�cient traceinformation
to supportfunctioncall �o w monitoring,sofull monitoringonfunctioncall pathshould
bedone.

If anattacklaunchesa local mimicry attack,usingoneor a sequenceof legitimate
systemcallsof thecurrentcontext, our mechanismcannotdetectit. This is thegeneral



caseof abuseof the raw systeminterfacementionedabove, and in similar fashion,
we mustemploy complementarytechniques.In our implementation,we adoptsystem
interfacerandomization[2,28] to counteractshellcode-basedlocalmimicry attacks.

Existing implementationsof systemcall numberrandomization[2] usesa permu-
tation of the systemcall numbers.A simplepermutationof the relatively small space
(lessthan256systemcalls)allows attackersto guesstherenumberingfor a particular
systemcall in 128triesonaverage,or 255guessesin theworstcase.

To survive this bruteforce attack,we usea substitutioncipherto mapfrom 8-bit
systemcall numbersto 32-bitnumbers,therebymakingabrute-forceattackon thesys-
temimpractical.In Linux, a systemcall number� is anunsigned8-bit integerbetween
0 and255,andis carriedto thekernelin register%eax, a 32-bit register, of which 24
bits areunused.In our implementation,we make useof thewholeregisterto carrythe
32-bitsystemcall number. Wegenerateaone-to-onemappingbetweenthe8-bit system
call numbersand their corresponding32-bit secrets.The accessmonitor restoresthe
originalnumbercorrespondinglyuponasystemcall.

3.7 An Example

To demonstratethe effectivenessof our waypointmechanism,we attacked a real ap-
plication programin Linux, using both shellcodeand return-into-lib(c)attacks.We
chosekon2 version0.3.9bas the target. kon2 is a Kanji emulatorfor the console.
It is a setuidroot applicationprogram.In version0.3.9b,thereis a buffer over�ow vul-
nerability in function ConfigCoding() whenusing the -Coding commandline
parameter. This vulnerability, if appropriatelyexploited,canleadto local usersbeing
able to gain root privileges[29]. Part of the sourcecodeof the vulnerablefunction
ConfigCoding() is shown in �gure 2(a),with thevulnerablestatementhighlighted.
Figure2(b) shows its original binarycode,and�gure 2(c) shows thebinarycodewith
waypointsadded.

To helptheshellcodeattackreachourwaypointmechanism,wedisabledthesystem
call renumberingandreturnaddresscomparisonfeaturesof our systemduringour ex-
periment. In thefollowing attackanddefenseexperiment,we show how thewaypoint
mechanismcandetectmalicioussystemcalls in bothshellcodebasedandreturn-into-
lib(c) basedattacks.

– Attack1: callinga systemcall instructionlocatedin theshellcode
In theattack,thereturnaddressof functionConfigCoding() is over�owed.In
this experiment,the faked returnaddressredirectsto a pieceof shellcode.With-
out our protection,theattackingcodegenerateda shell.With our mechanismsde-
ployed,themalicioussystemrequestexecve(``/bin/sh'') wascaughtand
the shell wasnot generated.At the locationof the ret instruction,an exit way-
point is triggered,andthe permissionsfor ConfigCoding() 's parentfunction
(ReadConfig() ) areactivated.Becauseexecve() is not amongthe permis-
sionsof ReadConfig() , thesystemrequestis denied.It is interestingto seethat
if thereturnaddressis overwritten,themaliciousrequestis issuedin thecontext of
theparentfunction,becausethemaliciousrequestis issuedafter theexecutionof



static int      ConfigCoding(const char *confstr)
{
    char reg[3][MAX_COLS]; <--Fixed size buffer  MAX_COLS=256
    int n, i;

    *reg[0] = *reg[1] = *reg[2] = '\0';
    sscanf(confstr, "%s %s %s", reg[0], reg[1], reg[2]);
    ^^^^^^^^^^^^^^^^^^^^^^^^^^buffer overflow vulnerability here

    ... ...
    return SUCCESS;
}

(a) A buffer-overflow vulnerable function in kon2

0804c0fc <ConfigCoding>:

 804c0fd:       90                      nop
 804c0fe:       90                      nop
 804c0ff:       90                      nop
 804c100:       55                      push   %ebp
 804c101:       89 e5                   mov    %esp,%ebp
 ... ...

 804c193:       31 c0                   xor    %eax,%eax
 804c195:       5f                      pop    %edi
 804c196:       c9                      leave

 804c198:       90                      nop
 804c199:       90                      nop
 804c19a:       90                      nop
 804c19b:       c3                      ret

 804c0fc:       90                      nop

 804c197:       90                      nop 

(b) the original binary code

0804c0fc <ConfigCoding>:
 804c0fc:       fe                      (bad)   <��entrance waypoint
 804c0fd:       90                      nop
 804c0fe:       90                      nop
 804c0ff:       90                      nop
 804c100:       55                      push   %ebp
 804c101:       89 e5                   mov    %esp,%ebp
 ... ...

 804c193:       31 c0                   xor    %eax,%eax
 804c195:       5f                      pop    %edi
 804c196:       c9                      leave

 804c198:       90                      nop
 804c199:       90                      nop
 804c19a:       90                      nop
 804c19b:       c3                      ret

(c) the binary code with waypoints added

 804c197:       fe                      (bad)   <��exit waypoint 

Fig.2. a buffer over�o w vulnerable function in kon2 and its waypoints



instructionret andtheexit waypoint.If our mechanismsarefully deployed,the
exit waypointwill guaranteethatthereturnaddressis not faked.

– Attack2: A low-level controltransferattack
Recallthata low-level controltransferattackcanredirectcontrolto legitimatecode
for maliciouspurposes.In our experiment,we usethe locationof int execve
(const char *filename, char *const argv[], char *const
envp[]) , a sensitive libc function,in theattackingcode.Becauseneither
ConfigCoding() nor its caller ReadConfig() have the permissionto call
systemcall execve() , therequestis rejectedby our monitor.
Note,it is dif�cult to detectthereturn-into-lib(c)attacks.Programshepherding[25]
ensuresthat library functionsarecalledat only library entrancelocations,andthe
library calleefunctionsmustexist in theexternalsymboltableof theELF format
program.In kon2,becauseexecl() andexeclp() areusedat otherlocations,
therearecorrespondingentriesin theexternalsymboltable;soat any library en-
trancepoint, this requestcan passthe shepherdingcheck.In addition, program
shepherdingmonitorscontrol �o w only, so it is possiblefor an attackto compro-
misecontrol �o w relateddata(e.g.GOT), makingthereturn-into-lib(c)attackre-
alistic. In anIDS without control �o w information,becauseexecve() is usedin
theprogram,a mimicry attackmaypassthecheck.

Theonly dangeroussystemcall in thecontext of ConfigCoding() is open() .
Within this context, the attacker doesnot have much freedomin gaining control of
the system.Launchingan execve() requiresa global mimicry attackthat crosses
functionboundaries,which is subjectto boththecall �o w andpermissionsmonitoring.

4 OverheadMeasurementand Analysis

We measuredtheoverheadof thewaypoint-basedaccessmonitoron a systemof Red-
Hat Linux 9.0 (kernelversion2.4.20-8)on a 800MHz AMD Duron PC with 256MB
memory.

Theoverheadof thewaypoint-basedaccessmonitorhastwo maincauses:waypoint
registrationin theexceptionhandlerandrunningtheaccessmonitorateachsystemcall.
Thesystemcall mappingis donebeforerunning,soit doesnot introduceany run-time
overhead.The remappingat eachsystemcall is a binary searchon a 256 entry table
in our implementation.Because the remappingtakes only tensof instructions,this
overheadis negligible. Theaccessmonitorat thesystemcall invocationcomparesthe
comingrequestnumberwith thepermissionbitmap.Thesecomparisonoperationscost
little time. Therefore,the majority of the overheadis from the additionaltrap for the
waypointregistrationcodein theexceptionhandler, wherecachesandpipelineswill be
�ushed.

Ourmeasurementonamicro-benchmarkprogramthatcallsamonitoredfunctionin
a tight loopshowsthattheoverheadfor onewaypointinvocationis 0.395microseconds
on average.This capturesthecostof exceptionhandling,but doesnot revealoverhead
dueto cacheandpipeline�ushing.

To betterunderstandtheseeffectson realapplications,we testeda few well known
GNU applications.We did not usereal time, the time betweenprogramstartandend,



becausetheoverheadcanbehiddenby theoverwhelmingI/O time.Instead,weuseuser
time andsystime, thetime thatmeasurestheprocessrunningin usermodeandkernel
mode,correspondingly. Thesetimegivesusanaccurateunderstandingof theoverhead.

As shown in �gure 3, whenwe monitor all functions,the usertime increasesby
about10%–20%,but thesystemtime increasesdramatically. We attributethe increase
in usertime to the�ushing of cacheandpipelines.In theGNU programswe measured
3-5 timesoverheaddueto ourwaypointmechanism.
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Fig.3. overhead of the waypoint-based access monitor. For every group, the left side bar
shows the time of running the original program; the middle bar shows its running time
under waypoint-based access monitoring for all functions; and the right side bar shows
the result with monitoring only functions that invoke dangerous system calls.

Whenwemonitoronly dangerousfunctions,theoverheadis smallerthanfor moni-
toringall functions.Dangerous-functionmonitoringfor enscript , gzip andgunzip
introducessmalloverhead,but theoverheadfor tar is still high.In gunzip , thereare
only a few function calls for checkingthe zip �le andfor decompressingit. Because
thereareonly a few waypointinvocationsin theentireprogramexecution,therunning
time is closeto theoriginal runningtime. We concludethat the overheaddependson
not only how many functionsaremonitored,but alsohow frequentlythesefunctions
areinvoked.



5 RelatedWork

Therearethreelayersof defensein preventingattacksfrom subvertingthesystem.The
�rst layer of defenseis to prevent the maliciousdataand codefrom being injected,
typically by avoidingandtoleratingimplementationerrorsin thesystem.Existingtech-
niquesincludelanguage-basedor compiler-basedtechniques,suchastypechecking[9,
30–32],or protectingdatapointers[33] andformatstrings[3]. Thesecondlayerof de-
fenseis to prevent maliciouscodefrom beingexecuted.Preventionmethodsinclude
instructionset randomization[34,35], non-executablestackand heappages[8,10],
processimagerandomization[10,13], andstackintegrity guarding[4,11]. The third
layerof defenseattemptsto preventtheexecutingattackcodefrom doingfurtherharm
thoughthesysteminterface.Existingwork at this stageincludesanomalydetection[5,
6,12,24,25,27], processrandomization[2,10,13,28,36], andinstructionsetrandom-
ization[34,35].

Realizingthat lack of context informationin detectionleadsto certainfalsenega-
tivespossible(e.g.,theimpossible-pathproblemandthemimicryattacks),someanomaly
monitorsapplypartialcontext informationin anomalydetection[5,24,25]. Thebene�t
of usingcontext informationis that controlpathinformationbetweentwo systemcall
invocationscanhelpdetectinganomaly.

Retrieving usercall stackinformationin systemcall interceptor[5] is promisingin
bringing function call �o w information to the anomalymonitor. We explore this ap-
proachfurther by providing trustworthy control �o w informationto themonitor. One
otherdifferenceis thatwhile [5] emphasizethecall stacksignatureat a systemcall in-
vocation,weputmucheffort onguardingwith thepermissionsof applicationfunctions.
Programshepherding[25] usesaninterpretorto monitorthecontrol�o w of aprocess.It
enforcesapplicationcodeto call library functionsonly throughcertainlibrary entrance
points,andthetargetlibrary functionmustbeoneof theexternalfunctionslistedin the
externalsymboltableof theapplicationexecutable.Becauseprogramshepherdingdoes
notmonitorthedata�o w, somecontrol�o w information,suchasfunctionpointers,may
be overwritten.If the overwrittenpointerhappensto be a library entry point, andthe
attackchoosesa library functionthat is usedat any otherlocationsin theprogram,the
attackcanpassthe check.Context relatedpermissionscanhelp in this situation.[24]
associatesa systemcall with its invocationaddress.Thereturn-into-lib(c)attackcalls
a library function, ratherthana pieceof shellcode.In this case,the locationsdo not
provideenoughcontrolpathinformationto thedetector.

6 Conclusion

In this paper, we proposea new mechanism—waypoints—toprovide trustworthy con-
trol �o w informationfor anomalymonitoring.We demonstratedhow to useour way-
pointmechanismto detectglobalmimicry attacks.Ourapproachcanalsocatchreturn-
into-othersimpossiblepathsby guardingthereturnaddresses.Implementingwaypoints
by kerneltrapsprovidesreliablecontrolpathinformation,but slows down anordinary
programby 3-5 times.As a trade-off, by monitoringonly dangeroussystemcalls,we
canreducetheoverheadby 16%-70%,but no longermonitorthecompletefunctioncall
path.



As notedin our discussionof accessto the raw systeminterface,waypoint-based
detectioncannot�nd localmimicry attacks,becausethefunctionhastheproperpermis-
sionsrequiredto invokethedangeroussystemcalls.In ourcurrentimplementation,we
associatea permissionsetwith eachwaypoint,but a statemachinecanprovide tighter
monitoringthana set.We will alsoinvestigatethe useof complementarytechniques,
suchasparameterchecking,to extendwaypointsto defendagainstlocal mimicry at-
tacks.

Impossiblepathsmaybegeneratedat multiple granularities.Our waypointmecha-
nismcandetectonly function-granularreturn-into-othersimpossiblepathsby guarding
returnaddresses.

Our waypointmechanismcannotdirectly detectattacksthroughinterpretedcode.
Becausewework atthebinarycodelevel,ourmechanismdoesnot“see”theinterpreted
code.Rather, it monitorsthe interpreteritself, andso only seesactionstaken by the
interpreterin responseto directivesin theinterpretedcode.

Sofar, we generatewaypointsandtheir permissionsstatically, whichdoesnot sup-
port self-loadingcode.Our futurework will beto supportself-loadingcodeby moving
waypointsetupprocedure(by codeinstrumentation)to programloadtime.Additional
futurework is to optimizeperformance.Someoptimizationsthatwehavediscussedare
hoistingwaypointsoutof loopsandmergingwaypointsfor severalconsecutively called
functions.

Our prototypeimplementationof thewaypointmechanismfor Linux X86 system
maybedownloadedfrom http://www.sai.syr.edu/projects.
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