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Why:Evaluatienza®

SEPRA In 1993
N6V (PART)
OB Cirecular A-130, Appendix |11

= “" ‘Securlty ofi Federal Automated
"~ Information Resources”
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Why:Evaluatienza®

/A& Cyer Security” Act
E i RANGovemment Information; Security
el Act)
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Pyerall Federal Evaluation

Structure

S|dent S Vianagement Agenda
5 ecutlve Branch Management Scorecard
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s Common Performance Measures
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SEVETNMent EvaluationsProjects™

EEENy e Maxwell's'Campbell Institute
P by
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LESSORS

RESISIANCE from Bureaucracy
- P?l-" fership & collective learning
f#Help? and DO NOT “Don’t Help”

J

5Not Relative Scoring but Customized
~Consulting, Advice

® Graduate Student Internship for effective
communications
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lnvestment Vianagemenis
Process: (GAO)

Select Control Evaluation

Pf CESS Validity Program monitor, Post-Eval.

. /B, portfolio HR, Records, Feedbacks
= Feedbacks

~ Data
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JInformation Technelegy..
Laboratony (1TL)"

N Eenaltinstitite of Standards and
Te,_. HEIOEN: http://csrc.nist.gov/

- 'ecial Publication 800-26, “Self-
| ssessment Guide for IT Systems”

Cryptographlc Standards and Application

s Cryptographic Module Validation (CMV)
Program http://csrc.nist.gov/cryptval/

® Security Testing
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WHELTS IT-Security-Asstifance™

SENdEQee ol confidence one has that
"rhf"' menagerial, technical and operational
SECUILY measure work as intended to

rotect the system and the information it
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= p_ ocesses” (NIST)

2003-02-19 SAI Signature Project 2003




S
Trustworthinesss

MCOINECINESS: Proper outputs by each input

. A\@ [2ilityz continuation of operation

- 56 SCUIrity: resistance against certain attacks

~ (Secrecy, confidentiality, integrity, availability)
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SSE-CVIM

aSYSIENS  SECUNLY Engineering-Capability
M?é' Model
p J/SSe-cmim.org/
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S
valuation Structureé

SVHEEVIANAJENS
\/\/'rL Policy, system data, reports,
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S
EvaluationrPreocess”

i Collection: Gathering and Entering
Systeim date.

j Sn0rting: Creating aggregate data

%Analy5|s Understanding, Evaluating,
“Making Judgements

s Vlanager, Collector, Reporter, SME
(Subject Matter Expert:SAl)
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NISHEEvaluations

SPEVEIDPIANNUAIPErormance. &
ImpPreVeEment Vieasure

% 'nfidentiality, Integrity, Availability by

1ve levels
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. '; Cost-effectiveness
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Sullevels

MEEVEl 1 Policy
g eV /el 2 Procedures
BEevel 3; |mplemented
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%'Leve| 47 Tested
=t

evel 5 Integrated
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categoen.o Crticallty:

Confidentiality

IRtegrity

Avallability
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NISHF System, Questienmaire™

VanEgeEMENT Controls
B Oo}- rational Controls
- chnlcal Controls
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anagement Contioels

ErAlVIgageEMEeEnt
r{@- IBW ol Security Controls

uthorlze Processing (Certification &
Accredltatlon)

e System Security Plan
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OperationalrConile)s

IEEISONNEI SECUNTY
. P'r_-,J-:-, Sicalland Environmental Protection
=P production, Input/Output Controls

e

%ontlngency Planning

siHardware and System Software
Maintenance

p—
-": e —
'i".— S —
—

__—-

2003-02-19 SAI Signature Project 2003




S
PpETAional . Controlsscontintied™

> Dziizl Jgliicle] )oY
Y ;
eClEntation
oeclity. Awareness, Training, and

= Education
Incident Response Capability
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Technical Controls™

IBERUicCAtIoN and Autnentication
ical Access Controls
dlt Jiralls
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Legisiationsssss

IENCOVEMMENT Information: Security
RETONMACE off 2000

- If e SCyper Security Enhancement Act of
_,_:'_002 (HR. 3482)

= Cyber Security Research and Development
AcCt off 2002
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=
Vial makes SAI Signatiiie:
project different?:

- Lygzllid State governments: LLaw-
SercEmMent agencies, EOC

S C stomlzatlon Prescriptions, Risk Analysis

-:Unlque environment of Local Governments
“[nformation System

s Enticing Voluntary participation (Invitation
to Local ClOs to Spring Conference)

® Graduate Internship-- NSA designation
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What Jihis Means*™

SEOIiIcl COMMItEE With each agency
o | ]r‘} System Evaluation with Budget
> ¥ Ssisting System Security Investments

?Apply the concept of E-Governance Grid to
“local settings
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Key: te, Stccessp

SGHNaUen mind of leaders
& :
> Peirirlgrsialle
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Plani

o wrnment felations

- B:na Stuvey: Preliminary research on
ESEarch objects

j‘Case Customization

J I\/Iajor Directions: Confidentiality, Integrity,
Availability

P
E
il
—

p—

2003-02-19 SAI Signature Project 2003




